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MYJIbTU
ooooooo B reed DAKTOP

POCCUNCKASA CITYXXBA
KATATIOIOB

C 94POM COOCTBEHHOM Pa3paboTKM
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MYJIbTUDAKTOP — poCcCUNCKUM pa3paboTumk
NB- n NT-pelueHnn

Ceptunoumnkatr GCTIK m JTnueHsung OCTIK @ PCI DSS @
N¢e 5039 Ha pa3paboTKy CPEACTB 3aLUMUTbI COOTBETCTBYET CTaHAAPTY
Ha pelweHme MULTIFACTOR KOH®MAEHUMANbHOW MHGOPMaLKM

B peecTpe @ 1490+ @ 150+
oTeyecTtBeHHoro Nno yCMeLlHbIX KeMCOB BHeapeHMs WMHTErpaLmi ¢ pOCCUMCKUMM
npoayKTbl MULTIFACTOR, MULTIDIRECTORY paspaboTkamu v nnathopMami

250+ o'e 6 net B 4 npopykTa

rnapTHepoB KOMMaHum B nopTdene Komn




Halwm npoayKThbl

NMpoAayKTbl KOMMNaHUU
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FACTOR DIRECTORY ¢—¢ PUSHED _I sTatus L
dnarMaHCcKMM NpPoayKT Poccuiickasa cny»x6ba [OTOBbIV MHCTPYMEHT ANs PacnpenenéHHbl o6nadHbIN
KOMMaHWM — cucTeMa KaTasloroB cobcTBEeHHOM oTnpaBkM push-coobLleHnM cepBWC aHan1sa paboTbl

OBYXdaKTOpPHOM
ayTEHTUPMKALMM N KOHTPONA
OOCTyrna Anda Bcex BUOoB
yOanéHHoro nogkatoyeHms

B peecTpe poccnmnckoro
MO N2 7046

Ceptudpmkar CTIK
N25039 o7 24.02.2026

pa3paboTKM ona 6ecLloBHOro Ha ntobble ycTponctea 1 OC
nepexoga ¢ Microsoft AD

B peecTpe poccnimnckoro

MO N2 28333

MHTEepPHET-pecypcoB



https://multistatus.ru/
https://multifactor.ru/multifactor/
https://multidirectory.ru/
https://multipushed.ru/
https://reestr.digital.gov.ru/reestr/3392646/?sphrase_id=6685309
https://reestr.digital.gov.ru/reestr/3392646/?sphrase_id=6685309
https://reestr.digital.gov.ru/reestr/308396/?sphrase_id=2696998
https://reestr.digital.gov.ru/reestr/308396/?sphrase_id=2696998
https://multifactor.ru/wp-content/uploads/2026/03/sistema-multifactor-poluchila-sertifikat-fstek-rossii.png
https://multifactor.ru/wp-content/uploads/2026/03/sistema-multifactor-poluchila-sertifikat-fstek-rossii.png
https://multifactor.ru/wp-content/uploads/2026/03/sistema-multifactor-poluchila-sertifikat-fstek-rossii.png
https://multifactor.ru/wp-content/uploads/2026/03/sistema-multifactor-poluchila-sertifikat-fstek-rossii.png
https://multifactor.ru/wp-content/uploads/2026/03/sistema-multifactor-poluchila-sertifikat-fstek-rossii.png
https://multifactor.ru/wp-content/uploads/2026/03/sistema-multifactor-poluchila-sertifikat-fstek-rossii.png
https://multifactor.ru/wp-content/uploads/2026/03/sistema-multifactor-poluchila-sertifikat-fstek-rossii.png
https://multifactor.ru/wp-content/uploads/2026/03/sistema-multifactor-poluchila-sertifikat-fstek-rossii.png
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Mocne yxopa 3apy6eXHbiX BEHAOPOB
KOMIaHMM OCTaInCb 6e3 Texnoanep)XKu
U nop yrposomn Knbepartak

3aBUCUMOCTb Pa3po3HéHHaq YyxectoueHume
OT 3apy6eXKHbIX WM OTCyTCTBYHOLLLAA TpeboBaHUI
MOCTaBLLUMKOB OOKYMeHTaLums perynartopos
CnoXXHocTun HepocTtyrnHocTb
B MacLUTabupoBaHUM obHoBNneHun MO co3paéT

M aaMNHUCTPUPOBaHNA PUCKA KM6epyrpo3




2Tanbl BHeapeHua MULTIDIRECTORY

[MoMoraem onepatnMBHO UCMNONTHUTDL

HOPMaTUBHbIE YKa3aHUA

Becb npouecc oT 2-3 Hefenb

O6cnenoBaHMe KOHTYpPa
3akasuuKa

CornacoBaHue CxeMbl
pelwleHna n NMMm

BHeOpeHWe pellueHna B
peXxrme nunoTa, MUrpauma
MUNOTHbIX MOMb30BaTeNeMn
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MaclTabmpoBaHume

peLleHuns, npoBeneHme
MNCUN 1 npuHATUE peLLeHU
O BBO[LE B aKCMyaTaLuto

OnNpOCHbIN NNCT

CornacoBaHwue
MM

Munot
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MULTIDIRECTORY — cny»<6a KaTasioros c 94poM
cob6CcTBEHHOM pa3paboTkn anga 6ecLoBHOro
nepexonga c MS AD

NpocToe 090 J1érkaa Mmurpauums BcTpoeHHaqa 2FA
pa3BépTbiBaHUE ¢ Microsoft Active 019 BCeX MPOTOKO/10B
N HacTpoMKa Directory B3aMMOOEeNCTBUA

E Mpoctom E OTKpbITada Ha6op aTpubyTtoB
N 3HAKOMbIM OOKYyMeHTauma MUMUKPUPYET
NHTEpdEenc Ha PYCCKOM €3blKe nog MS AD
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Cob6cTBeHHada pa3paboTka 6e3 Samba u FreelPA

CamMocToaTenibHO pa3paboTaH Ha Python
C ncrnosib3oBaHmeM PostgreSQL

Ca

Python
MocTaBngaetca B Docker
pa3BoOpPaYMBaAETCA 3a Mapy MUHYT U Cpa3y

FOTOB K NCIOJ1Ib30OBaHWIO n

Angular JS

Pa6oTaeT no TPEX3BeHHOW apXUTeKType

019 NErKoro ropmn3oHTasIbHOro
MacLUTabunpoBaHMa M OTKa30yCTOMYMBOCTM
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Bce Heo6xoauMble MexXaHU3Mbl ayTeHTM(I)MKaLI,MM
N yrnpasieHnd goCctyriom s ogHoM peleHnum

e AOMWHUCTPATOPLI 2 CoTpygHUKMK
[ N— [ N—
!
KoHTyp KNneHTa
LDAP Kerberos
SSO IAM ocC CeTeBble KopnopaTvBHble CepBuchl B Linux-/ O6nayHble
noka Tenbke Linux cepBWUChbI ApKMNoOXeHKda Unix-cuctemax NpUNoXeHn

BcTtpoeHHaqa nogaep»kka 2FA f'Mbkagqa poneBas Moaesb



CxeMa peleHnd

Users, Devices & Services

— LDAP-KNHUeHTbl —

=a

AR
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MNMonb3oBaTenu

— KRB-KnMeHTbl —

[=]=]
ma

CepBKWChbl

=3

[S—
MNonb3oBatenm

Bpaysep

o]

h 4

Traefik

—
AOMUWHUCTpaTOP

—— Web APl —

&2

[S—
ABTOoMaTU3aLMA

4’{ KDC

y

MULTIDIRECTORY
Admin API

FastAPI

v

LDAP-cepBep

-~

DNS-cepBep

i

v

Kadmin

YnpaBneH1e KaTanorom

B3aanmonencTene KNMeHTos
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Jlerko nHTerpmupyeTcq MonTBep)XaeHa
C pa3/INYHbIMK cepBUCaMU COBMECTUMOCTD:

7 7
Z:f;:gs::; { } MouToBbIE CEpBUCHI E a Macceopk ‘?4 PRINT-X

DeepMail, Kerio Connect u ap.

Ansible AWX, Argo CD, GitLab n gp.

" A
RURAST (::} Pragmatic Tools

CoBMecTHada paboTta %
XpaHeHMe AaHHbIX n BKC
S3 MinlO, Nextcloud, ownCloud v gp. A

VK Workspace, IVA MCU v gp. noun

a MOHUTOPUHI ] -

CeTeBble cepBUCHI @ y .

n BU3yasindaumnd |
OpenVPN, FortiGate u ap. y Sp00§§ nlis Use

Zabbix, Grafana, Kibana

* ¥ %
YnpaBneHue ocTyrnomM U naponamm ——

Keycloak, BearPass, StarVault v gp.



https://multidirectory.ru/docs/ldaps-and-ldap/md-awx/
https://multidirectory.ru/docs/ldaps-and-ldap/md-argocd/
https://multidirectory.ru/docs/ldaps-and-ldap/md-gitlab/
https://multidirectory.ru/docs/ldaps-and-ldap/md-minio/
https://multidirectory.ru/docs/ldaps-and-ldap/md-nextcloud/
https://multidirectory.ru/docs/ldaps-and-ldap/md-owncloud/
https://multidirectory.ru/docs/ldaps-and-ldap/md-keycloak/
https://multidirectory.ru/docs/ldaps-and-ldap/instrukcziya-po-nastrojke-ldap-autentifikaczii-v-bearpass/
https://multidirectory.ru/docs/ldaps-and-ldap/instrukcziya-po-nastrojke-ldap-autentifikaczii-v-starvault/
https://multidirectory.ru/docs/ldaps-and-ldap/md-openvpn/
https://multidirectory.ru/docs/radius-oidc-saml/md-radius-fortigate/
https://multidirectory.ru/docs/ldaps-and-ldap/md-deepmail/
https://multidirectory.ru/docs/ldaps-and-ldap/md-kerio/
https://multidirectory.ru/docs/ldaps-and-ldap/instrukcziya-po-nastrojke-ldap-autentifikaczii-v-vk-workspace/
https://multidirectory.ru/docs/ldaps-and-ldap/instrukcziya-po-nastrojke-ldap-autentifikaczii-v-iva-mcu/
https://multidirectory.ru/docs/ldaps-and-ldap/md-zabbix-ldap/
https://multidirectory.ru/docs/ldaps-and-ldap/md-grafana/
https://multidirectory.ru/docs/ldaps-and-ldap/instrukcziya-po-nastrojke-ldap-autentifikaczii-v-kibana/
https://multidirectory.ru/wp-content/uploads/2026/02/siertifikat-passvork-multidirectory.pdf
https://multidirectory.ru/wp-content/uploads/2026/02/multidirectory_usergate_crt.pdf
https://multidirectory.ru/wp-content/uploads/2026/02/cert_multidirectory24_rupost4_signed.pdf
https://multidirectory.ru/wp-content/uploads/2026/02/sertifikat-multidirectory-spacevm-6-5-8.pdf
https://multidirectory.ru/wp-content/uploads/2026/02/sertifikat-multidirectory-tegu-2026-2-1.pdf
https://multidirectory.ru/wp-content/uploads/2026/02/sertifikat-multidirectory-nova-2026-1.pdf
https://multidirectory.ru/wp-content/uploads/2026/02/sertifikat-multidirectory-starvault-2026-1.pdf
https://multidirectory.ru/wp-content/uploads/2026/02/sertifikat-multidirectory-print-x-2025.pdf
https://multidirectory.ru/wp-content/uploads/2025/10/sertifikat_multidirectory_pragmatic_tools_2025.pdf

yﬂpaBﬂeHVle Mnonb3oBaTe/IdAMUM N TpynrnaMm

pynnoBble MOJINTUKU
(GPO)

MULTIDIRECTORY cogoep»XuUT Mo yMOMYaHUIO
Habop CTaHOAPTHbIX MOMUTUK — MapaMeTpPbl

Kerberos, norvposaHuve ana ayomTta v gpyrue.

HacTpoika rpynnoBbiX NOJINTUK:
e OONleryaeT KOHTPOSb 33 6€30MacHOCTbIO

o ObecnevymBaeT COOTBETCTBME
KOprnopatTmnBHbIM CTaHOAPTaM

e VrpowWwaeT ayanT HaCTpOeEK B CUCTEME

GPO pocTtynHbl ToNbKo ang Linux, Windows-
KJIMeHTbl B N/1aHax Ha 2026
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UHCTpYyKUuMU:

v

v

BnoknpoBKa KOMaHO U MPUITOXEH U
BroKMpOBKa CbEMHbIX HOCUTENEW
[obaBneHne peno3nTopmeB
KoHpurypauma SSH
KoHdurypauma SUDO

HacTponka pa3spelleHnm nanok
n Gamnos

OTknoyveHme USB

MonnTuKM 6pay3epoB

napyrme




CpaBHeHMe BepCUi
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Cny>x6a KaTasoroB AOCTYMNHa B ABYX BapMaHTax
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ENTERPRISE

PaclwmnpeHHasa KoMMep4yecKad Bepcusd
014 Opl_aHl/l3aLI,l/ll;l C rnoBbllUEHHbBIMI Tpe6OBaHl/lS:|Ml/l
K 6e3OI'IaCHOCTl/I, MaCLLITa6l/IpyeMOCTl/I N rnogaepxxke

BeccpoyHble MNULEH3NN C pvaéTOM CTOMMOCTU O HUNCTY
aKTUBHbIX MOMb30BaTeNen

MULTI /:\

DIRECTORY ¢—9

COMMUNITY

OTKprTaFl BepCcuUd OJjid MaJsioro Oun3Heca 1 ona BC
KHeNMarwmX npoTecCTnpoBaTb NMPOoOYyKT



CDyH KUMOHaJTbHOCTb

OdoBepue
c pgoMmeHoM AD

XypHanupoBaHue
Cco6bITUIN N Norn

MpynnoBble
NOSINTUKN

Murpauunsa
n3 MS AD

./i\. Two-way trust / :\

—>0—0

MULTIDIRECTORY MULTIDIRECTORY

CeTeBble MONUTUKU
OOCTyTra

MaponbHble
MONMUTUKU

PacwunpeHue
CXeMbl
OOMeHa

PoneBaga Mopgenb
Cc penernpoBaHuem
NMOJIHOMOY U

KoHTponb
Mosib30BaTEeNIbCKUX
ceccumn

DNS
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Kerberos
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[OBycTopoHHee goBepue o leopacnpepnenéHHada MNMoppnep>kka YL,
Tun posepwua nec AD-MD MHCTannauung
MynbTMCaMTOBOCTb
Q12026 Q12026 Q22026 Q22026
r F Y
- - -
Q12026 Q22026 Q22026
Global Catalog YHuBepcanbHbIn Bsopn knueHTOB MMMopT nonu

KOHdUrypaTop Windows B foMeH B rpynnoBbix

B rPynnoBbIX MOJTUTUKaX
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OenernposaHue FpynnoBble NOSINTUKM dannoBbIK cepBep Ceptudmkaumns
MoJIHOMOY UM ana Windows (DFS) DOCTIK

Q32026 Q32026 Q42026 Q42026

PN N r_N
- - - -

Q32026 Q42026 Q42026 Q42026

LAPS LeHTpanmnsoBaHHoOe DYHKLMU KOP3UHDI
ynpasrieHue MO

Radius-cepBep
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OcTanucb BOoNpocChbl?

sales@multidirectory.ru
multidirectory.ru
+7 499 444 08 82

O6cy>kaeHue U akTyanbHble
HoBOCTU — B Telegram-yate


tel:+74994440882
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